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Introduction 
 

• Water Distribution Networks (WDNs) play a fundamental role in sustaining modern life providing clean 

and safe water for residential, commercial, and industrial use ([1]).  

• The main parts of WDNs are reservoirs, pumping stations, treatment facilities, and pipelines.  

• All parts of a WDN rely on automated control systems to ensure efficient operation ([2], [3]). 

• Discrete Event Systems (DES) and Supervisor Control Theory (SCT) ([4]) provide the background for the 

development of efficient coordinating tools for CPS ([5]) such as WDNs. 
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Scope of the present work 
 

• A usual WDN comprises large numbers of tanks distributed in several levels.  

• The flow of the water between these tanks is achieved with the use of appropriate valves and pumps  

• Controlling the operation of the valves and pumps aims to achieve efficient and safe operation of the 

WDN, namely efficient response to several demand patterns, overflow avoidance and fault resilience 

• Scope of the present paper is to propose a supervisory control scheme that uses sensor and actuator 

signals in order to contribute toward the following goals: 

 Retain the level within each tank within desired upper and low limits  

 Retain the efficient performance of the WDN, even in the presence of sensor and actuator faults 

• The proposed supervisory scheme is presented for a WDN testbed (HYDRA testbed [6]), covering 

various WDNs architectures and functionalities. 

6. HYDRA testbed repository, https://github.com/hydra-testbed/, last accessed 2025/05/17. 

https://github.com/hydra-testbed/
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Description of the Testbed 

 

• The HYDRA testbed features a modular cyber-physical architecture 

that emulates many real-world WDNs.  

• At the top, there is a large tank simulating a typical water tower. 

• There are 6 additional tanks distributed across three distinct levels. 

• Each tank is equipped with a water level sensor (ultrasonic). 

• At the base, there lies a reservoir, symbolizing an aquifer. 

• The tanks are interconnected through non-pressurized piping, 

allowing gravity-driven water flow aided by pumps (3 pumps).  

• The system incorporates ten electromechanical valves. 

• The green colored valves represent the consumption ending in the 

tank of a lower level. 

• The blue colored valves represent the consumption (or leakages). 

• The red valves enable inter-tank connections.  
Reservoir

Tank 1 Tank 2

Tank 5 Tank 6

Pump 2Pump 1

Pump 3

Tank 3 Tank 4

Valve 1

Valve 2

Valve 3

Valve 5

Valve 4

Valve 6

Valve 7

Valve 8
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Outline of the Paper 
 

• The DES models of the actuators and sensors are expressed parametrically 

• The desired performance of the WDN is expressed in the form of three rules 

• The rules are translated to a set of regular languages (parametric with respect to the number of devices 

of the tank) 

• Each regular language is realized by a two-state finite deterministic supervisor automaton 

• A hybrid supervisor control architecture is proposed (disjunctive - conjunctive architecture), that 

implements the rules, thus imposing the desired performance to the WDN 

• The necessary properties of the developed supervisor scheme will be proved 

• The DES models of the devices in the presence of fault are presented 

• A hybrid resilient supervisor control architecture is proposed, satisfying desired operation in the 

presence of faults  
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A Generalized WDN Configuration (1/2) 
- Total number of tanks: Ln  → Total number of water level sensors: Ln  
- Total number of pumps: Pn   
- Total number of valves: Vn   
- {1,..., }∈ Lk n : index of each tank and each level sensor 
- ( , )i j , { , , }∈i P V L , {1,..., }∈ ij n : pair denoting an actuator or sensor of the WDN 

 
• The tanks are grouped into pairs of the form (2 1,2 )ρ ρ− , indexed by { }1,...,, / 2ρ ∈ Ln  
• The k −th tank belongs to the ρ −th pair, where   

 
 
 

• The tanks of each pair are connected through a horizontal valve  
 
 
Hydra testbed  

6=Ln , 2=Pn , 13=Vn  
The pairs of tanks are 1ρ =  → (1,2), 2ρ =  → (3,4) , 3ρ =  → (5,6) .   

( 1) / 2, if isodd
/ 2 if iseven

k k
k k

ρ
+

= 

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A Generalized WDN Configuration (2/2) 
For the k -th tank: 

• k : the set containing all pairs of the forms ( , )i j , { , , }∈i P V L , {1,..., }∈ ij n  
• | |= k k : the total number of devices of the k -th tank 
• ,I k : set of pairs ( , )i j  denoting vertical actuators contributing to the water level increase of the tank 
• ,D k : set of pairs ( , )i j  denoting vertical actuators contributing to the water level decrease of the tank 
• ,H k : contains the pair denoting the horizontal valve of the tank 

,2 1 ,2ρ ρ− =H H  , ,2 1 1ρ − =H , {1,..., / 2}ρ ∈ Ln  
The horizontal valve connecting the tanks of the ρ −th pair can be expressed in the form: 

( ) ,2 1, ( ) ( , ) ; {1,..., / 2}ρυ ρ ξ ρ−= ∈ ∈H H LV V n  
Example:  
For Tank 1: 

1 {( ,1),( ,1),( ,1),( ,8)}= L P V V , ,1 {( ,1)}=I P , ,1 {( ,8)}=D V , ,1 {( ,1)}=H V , 1ρ =  and ,2 {( ,1)}=H V . 
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DES Models of the Actuators (Pumps/Valves) 

ei,j,1

ei,j,2

qi,j,2qi,j,1

 
 
Description: , , , , , , ,0 , ,( , , , , , )=i j i j i j i j i j i j i j mf xG     , { , } {1,..., }∈ ∧ ∈ ii P V j n  
State set: , , ,1 , ,2{ , }=i j i j i jq q ;  

• , ,1i jq : idle (non-working) mode, , ,2i jq : working mode 
 

Initial state , ,0 , ,1=i j i jx q , Marked states set , , , ,1{ }=i j m i jq  
Alphabet , , ,1 , ,2{ , }=i j i j i je e , , , , ,1 , ,2{ , }=i j c i j i je e , , , = ∅i j uc  

• , ,1i je : command to activate the device, , ,2i je : command to deactivate the device 
 

Marked Behavior: *
, , ,1 , ,2( ) ( )=m i j i j i je eG  

,i jG  is nonblocking. 
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Model of the Water Level Sensors 

eL,k,1

eL,k,1

eL,k,2

eL,k,2

... , , 1−kL k mq
, , 2−kL k me

, , 2−kL k me
, , kL k mq

, , 1−kL k me

, , 1−kL k me
 

Description: , , , , , , ,0 , ,( , , , , , )=L k L k L k L k L k L k L k mf xG     , {1,..., }∈ Lk n  
State set: , , ,1 , ,{ ,..., }=

kL k L k L k mq q ;  

• , ,µL kq , {1,..., 1}µ ∈ −km : the µ -th zone’s level (the level of the water is between the lower limit and the 
upper limit of the zone) 

• , , kL k mq : the water level is higher than the upper limit of the 1−km  zone 
Initial state , ,0 , ,1=L k L kx q , Marked states set , , ,=L k m L k   
Alphabet , , ,1 , , 1{ ,..., }−=

kL k L k L k me e , , , = ∅L k c , , , , ,1 , , 1{ ,..., }−=
kL k uc L k L k me e . 

• , ,µL ke , {1,..., 1}µ ∈ −km : the water level is approaching the upper limit of the µ -th zone  

Marked Behavior: ( )( )***
, , ,1 , ,2 , , 1 , , 1 , ,2 , ,1( ) ( )− −=  

k kL k L k L k L k m L k m L k L ke e e e e eG ;  ,L kG  is nonblocking.  
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Model of Faults 
 
Description: , , , , , , , , , , , , ,0 , , ,( , , , , , )=E i j E i j E i j E i j E i j E i j E i j mf xG     , { , , } {1,..., }∈ ∧ ∈ ii P V L j n   

State set: , , , , ,1 , , ,2{ , }=E i j E i j E i jq q ;  

• , , ,1E i jq : the non-faulty case, , , ,2E i jq : the faulty case 

Initial state , , ,0 , , ,1=E i j E i jx q , Marked states set , , , , , ,1{ }=E i j m E i jq .  

Alphabet: { }, , ,1 , , ,2, , ,= E i j E i jE i j e e , , , , = ∅E i j c , , , , , ,=E i j uc E i j  . 

• , , ,1E i je : the signal that a fault has been detected 

• , , ,2E i je : the signal that the fault has been repaired 

Marked Behavior: *
, , , , ,1 , , ,2( ) ( )=m E i j E i j E i je eG  

RCG  is nonblocking. 
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Models of the Devices in the Presence of Faults 
Model of each device in the presence of faults: , , , , ,||=F i j i j E i jG G G , { , , } {1,..., }∈ ∧ ∈ ii P V L j n  

The set of the states: , , , , ,= ×F i j i j E i j   . 
The alphabet: , , , , ,= ∪F i j i j E i j   ,  
The initial state: , , ,0 , ,1 , , ,1( , )=F i j i j E i jx q q , The set of marked states: , , , , , , , ,1{ }= ×F i j m i j m E i jq  .  
 

 
 

 

It is important to mention that an actuator fault results in the corresponding pump or valve to stuck in 
either the open or the closed position. On the other hand, a sensor fault provides unreliable information 
regarding the water level. Therefore, in both cases, whether a fault occurs either in an actuator or a sensor, 
appropriate control actions that are not based on faulty devices, must be developed. 

It is considered that a fault detection mechanism has been installed into the system to provide information 
for the detection of a fault and the determination of the respective faulty device (fault isolation). Each 
fault detection event is distinct and non-repeatable, in the sense that it cannot be repeated unless the 
respective repair event has taken place. This is reflected in model , ,E i jG , where between fault detection 
events the presence of a repair event is necessary. 
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Desired Behavior of the WDN without Faults (1/2) 
• The WDN must preserve the desired water level within the tanks  

• The water level must be above a predefined zone and at the same time must not exceed the upper limit.  

• The actuators of the WDN, responsible for the rise and drop of the water level, must be controlled to 

guarantee the desired level.  

 
Example: 
In case the water level of a tank is above the upper limit then: 

1. The valves responsible for the rise of the water level (valves above the tank) and the pump (if any) must 
stay closed. 

2. The corresponding horizontal valve can open, to send water to the pairing tank. 
 
In case the water level of a tank is below the lower limit then: 

3. The valves responsible for the decrease of the water level (valves below the tank) must stay closed. 
4. The corresponding horizontal valve can open, to get water from the pairing tank. 

  



 
2nd Olympiad in Engineering Science – OES 2025, 10th – 14th June 2025, University of Stavanger, Norway 

13/27 

Desired Behavior of the WDN without Faults (2/2) 
The rules describing the desired behavior of the actuators: 
 

 
 

 
 

 
 

The first two rules are in “disable event form” and the third rule is in “enable event form”. 
 

  

Rule 1: If the k -th tank’s level sensor has reached its maximum value, then the vertical actuators of ,I k , 
contributing to level increase, are not allowed to be activated. 

Rule 2: If the k -th tank’s level sensor has reached its minimum value, then the vertical actuators of ,D k , 
contributing to level decrease, are not allowed to be activated. 

 

Rule 3: Only if the 2 1ρ − -th tank’s level sensor or the 2ρ -th tank’s level sensor, where {1,..., / 2}ρ ∈ Ln , 
has reached its minimum or maximum value, then the corresponding horizontal valve ( ), ( )υ ρHV  
is allowed to be activated. 
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Regular Languages without Faults 
 

Rule 1, for the k -th tank, {1,..., }∈ Lk n  and the vertical actuator ,( , )χ ψ ∈ I k :  

( )**
, , ,1 , , 1 , , 1( , ) χ ψχ ψ − −=

k kI k L k m L k me e e  

Rule 2, for the k -th tank, {1,..., }∈ Lk n  and the vertical actuator ,( , )χ ψ ∈ D k : 

( )**
, , ,1 , ,1 , ,1( , ) χ ψχ ψ =D k L k L ke e e  

Rule 3 for the horizontal valve ( ), ( )υ ρHV  is analyzed in four cases: 
• Case 1 (the 2ρ -th tank’s level is between its minimum and its maximum value):  

( )2 1 2 1

*
1 *

, ( ),1 ,2 1,1 ,2 1, 1 ,2 1,1 ,2 1, 1( ) ( )( )
ρ ρυ ρ ρ ρ ρ ρρ

− −− − − − − −= + +
HH V L L m L L me e e e e  

• Cases 2/4 (the 2ρ -th/2 1ρ − -th tank’s level is below its minimum value or above its maximum value: 
2 4 *

, ( ),1( ) ( ) .υ ρρ ρ= =
HH H Ve   

• Case 3 (the 2 1ρ − -th tank’s level is between its minimum and its maximum value): 

( )2 2

*
3 *

, ( ),1 ,2 ,1 ,2 , 1 ,2 ,1 ,2 , 1( ) ( )( )
ρ ρυ ρ ρ ρ ρ ρρ − −= + +

HH V L L m L L me e e e e  
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Supervisors of the WDN without Faults (1/2) 
• , ( , )χ ψI kS : the supervisor realizing , ( , )χ ψI k , {1,..., }∈ Lk n  ,( , )χ ψ ∈ I k   
• , , , ,1 , , 1( , ) { , }χ ψχ ψ −=

kS I k L k me e : alphabet of , ( , )χ ψI kS  
• , ( , )χ ψD kS : supervisor realizing , ( , )χ ψD k , {1,..., }∈ Lk n  ,( , )χ ψ ∈ D k  
• , , , ,1 , ,1( , ) { , }χ ψχ ψ =S D k L ke e : alphabet of , ( , )χ ψD kS  

 
                                                                                            , ( , )χ ψI kS                                                                                                                 , ( , )χ ψD kS  

qS,Ι,k,1(χ,ψ) qS,Ι,k,2(χ,ψ)

, , 1−kL k me
, ,1χ ψe

, , 1−kL k me
                              

qS,D,k,1(χ,ψ) qS,D,k,2(χ,ψ)

, ,1L ke
, ,1χ ψe

, ,λkL ke
 

 

 

The vertical actuators are restricted by the supervisors denoted by , ( , )χ ψI kS  and , ( , )χ ψD kS . 
Activation of each vertical actuator may be enabled, according to Rules 1 and 2, provided that none 
of these supervisors restrict the corresponding activation event. This is accomplished by combining 
all supervisors , ( , )χ ψI kS  and , ( , )χ ψD kS in a synchronous product architecture.  
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Supervisors of the WDN without Faults (2/2) 
 

• 1 ( )ρHS : supervisor realizing 1 ( )ρH  
• 

2 1

1
, , ( ),1 ,2 1,1 ,2 1, 1( ) { , , }

ρυ ρ ρ ρρ
−− − −=

HS H V L L me e e : alphabet of 1 ( )ρHS  
• 3 ( )ρHS : supervisor realizing 3 ( )ρH  
• 

2

3
, , ( ),1 ,2 ,1 ,2 , 1( ) { , , }

ρυ ρ ρ ρρ −=
HS H V L L me e e : alphabet of 3 ( )ρHS   

 
1 ( )ρHS                                                                                                               

3 ( )ρHS  

1qS,H,1(ρ)
1qS,H,2(ρ)

2 1,2 1,1 ,2 1, 1,
ρρ ρ −− − −L L me e

, ( ),1υ ρHVe

2 1,2 1,1 ,2 1, 1,
ρρ ρ −− − −L L me e

3qS,H,1(ρ)
3qS,H,2(ρ)

2,2 ,1 ,2 , 1,
ρρ ρ −L L me e

, ( ),1υ ρHVe

2,2 ,1 ,2 , 1,
ρρ ρ −L L me e

 
 

 
  

Physical Realizability (PR) of , ( , )χ ψI kS , , ( , )χ ψD kS , 1 ( )ρHS  and 3 ( )ρHS  is proved 
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Supervisor Design via Disjunctive Architecture  
for the Horizontal Valves of the WDN Testbed without Faults 

• For each horizontal valve, Rule 3 permits the event that opens the valve to take place, if it is permitted 
by at least one of the formal specifications of the four cases.  

• If at least one of 1 ( )ρHS  and 3 ( )ρHS  permits the event that opens the valve to take place, then the 
event is permitted to take place.  

• This requirement is expressed as a disjunctive architecture of the supervisors 1 ( )ρHS  and 3 ( )ρHS  
 

1 3( ) ( ) ( )ρ ρ ρ=H H HS S S└┘ ; {1,..., / 2}ρ ∈ Ln  
 

• The operator of disjunction has similar properties to the synchronous product, except that a common 
event can trigger a transition, provided that it belongs to the active event set of the current state of either 
one of the two automata.  

• The alphabet of ( )ρHS  is 1 3
, , ,( ) ( ) ( )ρ ρ ρ= ∪S H S H S H   . 
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Decentralized Architecture of the  
Controlled WDN without Faults (1/3) 

• The automaton of the ρ -th pair of tanks:   
2 1 2

,
( , )

( ) ||
ρ ρ

ρ
−∈ ∪

= i j
i j

G G
 

 

 
• The marked language of the automaton of the ρ -th pair of tanks: ( )

2 1 2

1
, ,

( , )

( ( )) ( )
ρ ρ

ρ
−

−

∈ ∪

=
m i j m i j

i j

PG G
 

   

 ,i jP : the projection of *
,i j  to ( )ρ∗   

 
2 1 2

,
( , )

( )
ρ ρ

ρ
−∈ ∪

=
 i j

i j  
  .  

 
• The controlled automaton of ( )ρG , 1,..., / 2ρ = Ln : 
 

,2 1 ,2
,2 1 ,2

{ , } ( , ) ( , )
( ) ( ) || ( ) || || || ( , ) || || ( , )

ζ ρ ζ ρ
ζ ρ ζ ρ

ζ χ ψ χ ψ
ρ ρ ρ χ ψ χ ψ

−

−
∈ ∈ ∈

     
=            

c H
I D

G G S S S
 
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Decentralized Architecture of the  
Controlled WDN without Faults (2/3) 

• The marked language of ( )ρcG : 

( ) ( )( )

( )( )

,2 1

,2

1 1
, ,2 1 ,2 1

{ , } ( , )

1
,2 ,2

{ , } ( , )

( ( )) ( ( )) ( ( )) ( , ) ( , )

( , ) ( , )

ζ ρ

ζ ρ

ρ ζ ρ ζ ρ
ζ χ ψ

ζ ρ ζ ρ
ζ χ ψ

ρ ρ ρ χ ψ χ ψ

χ ψ χ ψ

−

− −
− −

∈ ∈

−

∈ ∈

  
= ∩ ∩ ∩      

  
      

 

 

m c m H m H
I D

I D

P P

P

G G S




   



 

 
 ,2 1( , )Pζ ρ χ ψ− , ,2 ( , )Pζ ρ χ ψ , ,HP ρ : projections of *

, ,2 1( , )S ζ ρ χ ψ− , *
, ,2 ( , )S ζ ρ χ ψ , *

, ( )S H ρ  to ( )ρ∗  
 
 , , ( , )S kζ χ ψ : the alphabet of the language , ( , )kζ χ ψ , { , }I Dζ ∈  

 

• The total controlled automaton of the WDN: 
/2

1
|| ( )

ρ
ρ

=
=

Ln

c cG G   
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Decentralized Architecture of the  
Controlled WDN without Faults (3/3) 

 

• The marked language of  cG : ( )
/2

1

1

( ) ( ( ))ρ
ρ

ρ−

=

=



Ln

m c m cPG G   

 ρP : the projection of ( )ρ∗  to * , where 
/2

1

( )
ρ

ρ
=

=


Ln

  .  

 

 
 
  

The nonblocking property of the controlled automaton is proved, as it holds that: 
• The supervisors are PR with respect to the total automaton of the system. 
• Only events, being responsible for the transition from the marked state to the non-marked state, 

are restricted by the supervisors.  
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Behavior of the WDN with Faults 
• In case of actuator and/or sensor faults, then the supervisor design of the horizontal valves must include 

the possible faults.  
• If a valve or a pump stuck (open or close) the horizontal valve of the corresponding tank must be able to 

open in order to send or receive water from the pairing tank.  
 
A new and extended version of Rule 3 is developed as follows: 
 

 
 
 

 
  

Rule 3: Only if either the water level sensor of 2 1ρ − -th or 2ρ -th tank has reached its minimum or 
maximum value, or a device of 2 1ρ − -th or 2ρ -th tank, except the ( ), ( )υ ρHV  valve, is in fault, 
then the corresponding horizontal valve ( ), ( )υ ρHV  is allowed to be activated.  

 

The rules, regular languages and supervisors of Rules 1 and 2 remain the same as in the no faulty case 
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Regular Languages with Faults 
 
The desired behavior for the ρ -th pair of tanks is studied for the following cases: 
• The four cases of the not faulty behavior 
• Additional cases, each corresponding to the presence of faults in one of the actuators/sensors indexed by: 

 
( ) ( ){ }2 1 2( , ) , ( )ρ ρχ ψ υ ρ−∈ ∪ − HV   

 
 
Desired behavior for each additional case: 
 

( )*( , ) * *
, , ,2 , , ,1 , ( ),1 , , ,1 , , ,2( ) ( )χ ψ
χ ψ χ ψ υ ρ χ ψ χ ψρ = +

HH E E V E Ee e e e e ; ( ) ( ){ }2 1 2( , ) , ( )ρ ρχ ψ υ ρ−∈ ∪ − HV   
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Resilient Supervisor of the WDN 
• ( , ) ( )H

χ ψ ρS : supervisor realizing ( , ) ( )χ ψ ρH  
• ( , )

, , ( ),1 , , ,1 , , ,2( ) { , , }
HS H V E Ee e eχ ψ

υ ρ χ ψ χ ψρ = : alphabet of ( , ) ( )H
χ ψ ρS  

• Physical realizability of ( , ) ( )H
χ ψ ρS  is proved 

 

, , ,1χ ψEe

, , ,1, ( ),1, χ ψυ ρH EVe e
, , ,2χ ψEe

, , ,2χ ψEe
( , )

, ,1( )χ ψ ρS Hq ( , )
, ,2 ( )χ ψ ρS Hq

 
Modified disjunctive architecture taking into account faults: 

( ) ( ){ }2 1 2

1 3 ( , )
, ( , ) , ( )

( ) ( ) ( ) ( )
ρ ρ

χ ψ

χ ψ υ ρ
ρ ρ ρ ρ

−∈ ∪ −

 
 
 

=
H

H F H H HV
S S S S

 
└┘ └┘ └┘ ; {1,..., / 2}ρ ∈ Ln  

Alphabet of , ( )ρH FS :  
( ) ( ){ }2 1 2

1 3 ( , )
, , , , ,

( , ) , ( )

( ) ( ) ( ) ( )
ρ ρ

χ ψ

χ ψ υ ρ

ρ ρ ρ ρ
−∈ ∪ −

 
 = ∪ ∪
 
 



H

S H F S H S H S H
V 

     
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Decentralized Architecture of the  
Controlled WDN with Faults (1/3) 

• Model of the ρ -th pair in the presence of faults: 

2 1 2
, ,

( , )
( ) ||

ρ ρ

ρ
−∈ ∪

=F F i j
i j

G G
 

, 1,..., / 2ρ = Ln  

• Marked language of ( )ρFG : 

( )
2 1 2

1
, , , ,

( , )

( ( )) ( )
ρ ρ

ρ
−

−

∈ ∪

=
m F F i j m F i j

i j

PG G
 

   

 , ,F i jP : the projection of *
, ,F i j  to *

,F ρ , 
( ) ( )2 1 2

, , ,
( , ) ( , )

F F i j
i j i jρ ρ

ρ
−∈ ∨ ∈

=


 

  .  

• Controlled automaton of ( )ρFG : 

,2 1 ,2
, , ,2 1 ,2

{ , } ( , ) ( , )
( ) ( )|| ( ) || || || ( , ) || || ( , )

ζ ρ ζ ρ
ζ ρ ζ ρ

ζ χ ψ χ ψ
ρ ρ ρ χ ψ χ ψ

−

−
∈ ∈ ∈

     
=            

F c F H F
I D

G G S S S
 
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Decentralized Architecture of the  
Controlled WDN with Faults (2/3) 

 
• Marked language of , ( )ρF cG : 

( ) ( )( )

( )( )

,2 1

,2

1 1
, , , , , ,2 1 ,2 1

{ , } ( , )

1
, ,2 ,2

{ , } ( , )

( ( )) ( ( )) ( ( )) ( , ) ( , )

( , ) ( , )

ζ ρ

ζ ρ

ρ ζ ρ ζ ρ
ζ χ ψ

ζ ρ ζ ρ
ζ χ ψ

ρ ρ ρ χ ψ χ ψ

χ ψ χ ψ

−

− −
− −

∈ ∈

−

∈ ∈

  
= ∩ ∩ ∩      

  
      

 

 

m F c m F H F m H F F
I D

F
I D

P P

P

G G S




   



 

 , ,H FP ρ , , , ( , )F kP ζ χ ψ : projections of *
, , ( )S H F ρ , *

, , ( , )S kζ χ ψ  to *
,F ρ . 

 
• Total controlled automaton of the WDN in the presence of faults: 

/2

, ,
1

|| ( )
ρ

ρ
=

=

Ln

F c F cG G . 
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Decentralized Architecture of the  
Controlled WDN with Faults (3/3) 

Marked language of ,


F cG : 

( )
/2

1
, , ,

1

( ) ( ( ))ρ
ρ

ρ−

=

=



Ln

m F c F m F cPG G   

,ρFP : the projection of *
,ρF  to *

F , where 
/2

,
1

ρ
ρ =

=


Ln

F F   .  

 
 

 
 
  

The nonblocking property of the controlled automaton can be easily proved 
 

The supervisor control architecture proposed in Sections 5 and the resilient supervisor architecture 
proposed in Section 6 can be easily implemented using Ladder diagrams or Structured Text for 
PLC/SCADA, or JavaScript for Edge computing implementation. Hence, the control architecture 
can be implemented to the PLC or the SCADA system of HYDRA testbed. 
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Conclusion and Perspectives 
 

• The DES models of actuators and sensors of the HYDRA testbed have been expressed parametrically  
• The desired performance of the testbed has been expressed in the form of three rules 
• The rules have been translated into a set of regular languages, being parametric to the number of devices 

of the tank 
• Each regular language has been realized as a two-state automaton supervisor 
• The nonblocking property of the controlled automaton and Physical Realizability of the supervisor scheme 

have been proved  
• The rules describing the desired performance have been modified taking into account actuator/sensor 

faults 
• In the presence of actuator and sensor faults, appropriate DES models, and PR and nonblocking 

supervisors have been developed 
 
 

 Implementation of the present supervisor scheme to a cloud-based environment is under investigation  
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