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Abstract. The models of the actuators (pumps, and valves) and water level sen-
sors of a Water Distribution Network (WDN) testbed are presented, in the pres-
ence and the absence of faults, using Discrete Event System (DES) models in the
Ramadge-Wonham framework. The cases of faults in the vertical valves, the
pumps and the sensors are considered. In both the presence and the absence of
faults, the desired behavior of the system is imposed in the form of rules with a
parametric number of actuators and sensors. A hybrid supervisor control archi-
tecture will be designed based on the desired rules. The properties of the para-
metric controlled system are proved.
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1 Introduction

The coordination of the large number of interconnected devices installed in a Cyber-
Physical System (CPS) is a challenge to be addressed by control system design (see
[1]-[3]). Discrete Event Systems (DES) and Supervisor Control Theory (SCT) (see [4]-
[7]) provide the background for the development of efficient coordinating tools for CPS
([8], [9]])- Moreover, the enhanced computational capabilities of modern control de-
vices, such as Programmable Logic Controllers (PLCs), Remote Terminal Units
(RTUs) and Supervisory Control And Data Acquisition (SCADA) systems facilitate the
implementation of supervisor algorithms by drastically reducing the execution time and
computational effort (see [10]-[13]).

Water Distribution Networks (WDNSs) play a fundamental role in sustaining modern
life, particularly when they provide clean and safe water for residential, commercial,
and industrial use ([14]-[16]). These networks include reservoirs, pumping stations,
treatment facilities, and pipelines, all of which rely on automated control systems to
ensure efficient operation (see [14]-[16]).



In the present paper, a WDN testbed is studied. The testbed’s detailed description
can be found in [17]. An advantage of this testbed is the modularity of its components,
covering various WDNs architectures and functionalities (see [18]-[21]). The DES
models of the devices (actuators and sensors) of the testbed will be expressed paramet-
rically. The analytic DES models of sensors and vertical actuators have first been pre-
sented in [22]. The analytic DES models of the horizontal valves will also be presented.
The desired performance of the testbed will be expressed in the form of three rules
referring to all actuators and sensors. The first two rules, referring to pumps and vertical
valves, are the equivalent expressions, in “disable event form”, of two rules in [22]. The
present expression appears to be simpler and more adequate for their realization in su-
pervisor form. The rules will be translated to a set of regular languages, being paramet-
ric with respect to the number of devices of the tank. Each regular language will be
realized by a two-state finite deterministic supervisor automaton. The third rule, refer-
ring to horizontal valves, is expressed here for the first time. The third rule is in dis-
junctive form. Thus, it is proposed to be realized by a supervisor, being the disjunctive
architecture of two supervisors. Regarding disjunctive architecture, see [5], [32] and
[33]. Since the supervisors of the first two rules are designed in a conjunctive architec-
ture (synchronous product [4]) and the supervisors of the third rule use a disjunctive
architecture, the present design scheme constitutes a hybrid [4] architecture. The
nonblocking property of the resulting controlled testbed ([4], [5], [23]) and the Physical
Realizability (PR) ([24]) of the developed supervisor scheme will be proved. This is the
first contribution of the present paper.

Next, in the present paper, the case of the presence of actuator and sensor faults will
be studied by developing supervisors that will satisfy desired operation in the presence
of faults. The cases of faults in the vertical valves, the pumps and the sensors will be
studied. In this case of faults, nonblocking and PR will also be proved. This is the sec-
ond contribution of the paper.

It is important to mention that in [22], the control of the testbed has been studied,
without taking into account the horizontal valves of the testbed and without taking into
consideration possible actuator and sensor faults. The contribution of the present work
as compared to [22] is the development of the DES models in the presence of faults,
the supervisor design using the horizontal valves and the design of resilient supervisors
with respect to faults.

In Section 2, that follows, the testbed will be presented. In Section 3, the DES models
of all pumps, valves, and water level sensors, will be presented. In Section 4, the DES
models of the actuators and sensors will be developed in the presence of faults. In Sec-
tion 5, the desired performance is presented in the form of rules and regular languages,
and a set of supervisors will be developed realizing the desired languages. In Section 6,
the desired performance in the presence of faults is presented in the form of rules and a
set of supervisors will be developed.



2 Description of the Testbed

The HYDRA testbed is developed at the Modeling for Critical Infrastructures Protec-
tion (MCIP) Laboratory of Roma Tre University in Italy. The testbed represents a ver-
satile platform for analyzing the behavior of WDNs [17]-[21]. It features a modular
cyber-physical architecture that emulates many real-world WDNs. Both the cyber and
physical components of the testbed are highly modular, enabling users to dynamically
reconfigure system layouts and switch between different operational scenarios. This
modularity of HYDRA is a key advantage that facilitates experimentation with a wide
range of types of water networks, including networks for small cities and industrial
cooling systems.

According to [17]-[21], the testbed comprises seven vertically arranged water tanks,
as illustrated in Figure 1.
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Fig. 1. Tanks, valves and pumps of the Hydra testbed

At the top of the setup, there is a large tank simulating a typical water tower, a com-
mon feature in urban water networks. Below there are six additional tanks distributed



across three distinct levels. Each tank is equipped with two types of sensors: an ultra-
sonic sensor, mounted at the top for non-contact water level measurement, and a sub-
merged pressure sensor for continuous real-time monitoring. At the base of the config-
uration, there lies a reservoir, symbolizing an aquifer, which serves as the main water
source for the network. These tanks are interconnected through non-pressurized piping,
allowing gravity-driven water flow aided by pump action, in accordance with Stevin’s
Law. This design enables the recreation of numerous hydraulic and operational scenar-
ios ([17]-[21D).

Water circulation within the system is facilitated by three pumps, as shown in Figure
1. The first pump draws water from the reservoir to the elevated water tower, while the
remaining two pumps manage water transfer from the second to the third level. Each
pump is independently controllable, allowing flexible system behavior simulation. To
represent real-world water consumption, the system incorporates ten electromechanical
valves, where the green colored valves represent the consumption ending in the tank of
a lower level, while the blue colored valves represent the consumptions (or even leak-
age) ending in the reservoir (see Figure 1). These valves can be individually actuated
to replicate diverse demand patterns. Additionally, three auxiliary valves (red in Figure
1) enable inter-tank connections, further enhancing the platform’s adaptability and al-
lowing the study of various flow dynamics and circulation scenarios.

The last tank of Hydra testbed, namely Tank 7, represents water source. Also, Pump
3 is used only to preserve continuous waterflow in the network. The part of Hydra that
will be used here to represent a small scale WDN is the one that includes: Valve 1 to
Valve 13, Pump | and Pump 2, as well as Tank 1 to Tank 6. In order to generalize the
present WDN configuration, the total number of tanks is denoted as 7, , the total num-

ber of pumps is denoted as 7, , and the total number of valves is denoted as 7, . Since
there is a single water level sensor installed in each tank, the number of water level
sensors is 7, . So, the index k €{l,...,n,} denotes the index of each tank and each level
sensor. Regarding the Hydra testbed it holds that n, =6, n, =2, and n, =13 . From

Figure 1, it is observed that each tank indexed by an odd tank number is connected
through a horizontal valve with one and only one tank, indexed by an even tank number,
and vice versa. In the generalization of Hydra testbed, it is observed that the present
pairwise configuration of tanks requires that the number of tanks under study, i.e., the
number 7, , is an even number. Hence, the tanks can be grouped into pairs, where each
pair is indexed by p €{1,...,,n, /2}, where
_J(k+1)/2, ifkisodd 0
B k/2 if kiseven
Using this index, the pairs of tanks are in the form (2p—1,2p) . For example, the pair
of tanks of Hydra testbed that correspond to o =1 is (1,2). The pair that corresponds

to p=2 is (3,4), and the pair that corresponds to p=3 is (5,6).



3 Modelling of the Devices of the Water Distribution
Network without Faults

3.1 DES Models of the Actuators
The model of the actuators (see [22]) is:
G ,=Q,.E ./ H .x,,Q,,), ie{PVirnjell,..,n}

where index “P” corresponds to the model of the pumps and index “}”” corresponds to
the model of the valves. Also, n; is the number of the respective devices installed in
the network. Recall that 7, is the number of pumps and #, is the number of valves.
The state set of the actuator is Q, ; =1g, ;,,9, ;,} » where ¢, ;, corresponds to the idle
(non-working) mode of the device and ¢, ,, corresponds to the working mode of the
device. The initial state of the device is x, ,, = ¢, ;, - The marked state set of the device
is Q,;, =1{g,,;,}- The alphabet of the device is B, , ={e, ,,,¢, ,,}, where ¢, , is the

command to activate the device and e, ., is the command to deactivate the device. The

i,j,2
active event sets of the device are H, (¢, ;,)=1e,,,} and H, (q,;,)={e ;,} . The

transition function of the device is f; (¢,;,.€,,)=¢,;, and f, (q,;,.€.;,) =g, ;-

The closed behavior [4] of G, ; is L(G, )= (e, e, ,,) . Its marked behavior [4] is

i

L,.(G, )= (e.‘j‘lel.‘j‘z)* . The model G, ;is nonblocking [11], i.e., I(G, ;) =L, (G, ) .

i

The controllable event set ([4]-[5]) is E,

i,j.c

set ([4]-[5]) isand E, ;. = . The state diagram of the automaton G, ; is depicted in

sJSUC

={e, ;¢ ,; and the uncontrollable event

Figure 2. The models of the actuators are in an input-output form (see [27]).
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Fig. 2. State diagram of Gi;

3.2 Model of the Water Level Sensors

The model of the water level sensor is of the form [22]

GL,k = (QL,k’EL,k’fL,k ’HL,k > XL k00 QL,k,m) > ke {1""’nl} .
The total number of water zones, measured by the & -th sensor being installed in the &
-th tank, is denoted as m, . The states’ set is Q, , =1{g,;,,-+9,,, | - Regarding the
interpretation of the states, it holds that state ¢, , ,, g€ {l,...,m, —1}, corresponds to
the y -th zone’s level, where the level of the water is between the lower limit and the

upper limit of the zone. ¢, corresponds to the state where the water level is higher



than the upper limit of the m, —1 zone. x, , , =g, ,, is the initial state. Q, , , =Q,,
is the set of marked states. E,, ={e ,,...e,,, ,} 1is the alphabet. ¢, ,
uefl,...,m —1}, is the event indicating that the water level is approaching the upper
limit of the u -th zone. The active event sets are
HL,k (qL,k,l) = {eL,k,l} > HL,k (‘h,k,,,) = {eL,k,y’eL,k,y—l} s HE2,.. m —1},
H,, (qL,/c,mk )= {eL,k,mk e
The transition function is
fL,k (qL,k,l ’eL,k,l) =491 k2> fL,/c (qL,/c,mk ’eL,k,mk—l) =41 km

fL,k (qL,k,,u’eL,k,y) =G kus fL,k (qL,k,;z’eL,k,y—l) =9 ju1> HE 2,..,m —1}.
The closed behavior of G, is

]L(GL,k) = (eL,k,l (eL,k,Z o (eL,k,mk-leL,k,mA -1 )* : “eL,k‘Z) €Lkl ) .
The marked behavior of G, is L, (G, ,)=L(G, ). It is important to mention that

all states of the automaton have been considered marked states, as all tank’s level are
accepted as “desired”. Moreover, it is important to mention that in [22] only state ¢, ,,

was conventionally marked. In both cases the nonblocking proof is not affected as will
proved in Sections 5 and 6. G, is a nonblocking automaton. The controllable and

uncontrollable events setsare B, , =& ,and E, . =E, , respectively. The state di-

agram of the automaton G, is depicted in Figure 3.
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€L k2

Fig. 3. State diagram of G

4 Modelling of the Devices of the Water Distribution
Network with Faults

4.1 Model of the Faults

The model of the fault of each device can be expressed as a two-state automaton of
the form ([24]):

Guiy=Qui By oo s s 5 X6,5.00Qpijn) s PPV, LiA jEfl,on )
The set of states is Q;, ; =194, ;1,95 .} - Regarding the states’ interpretation, it holds
that state ¢, ;, corresponds to the non-faulty case of the device, and state g, , , cor-

responds to the faulty case of the device. The alphabet is E,, , = {eE,,-,j,l N j,Z} , Where



E = and E

E,i,j,c E.i,juc
event e, ;, corresponds to the signal that a fault has been detected, and event e, ;,

=E,, ;. Regarding the events’ interpretation, it holds that

corresponds to the signal that the fault has been repaired. x;,,, =¢;, ;, is the initial
state and Q,, ; , ={q;, ;,} is the marked state set. Regarding the active events it holds
that H,, (g, ;) =1z, .}, and H, (g;,,,)=1€s,;,}  The transition function is
JeijW@eijnreisn) =4qeiy2  ad fp, (g 05€0,0) =g 0. It holds  that
L, (G )= (i pi€ei;0) > LGy, ) =L, (G ).

4.2  The Models of the Devices in the presence of faults

The model of each device in the presence of faults can be calculated by using the
corresponding model not including faults and the respective model of the fault of each
device. Hence, the model of each device in the presence of faults is given by the au-
tomaton

G, =G, G, ;, ie{PV,Linjell,..,n}
The set of the states is Q,,; =Q,;xQ,, ;, the alphabet is E,, =E,  VE,, , the
initial ~state is X, ,=(q,;,-9z,;,) and the set of marked states is

QF,[,_/',m = Qi,_/,m x {qE,i,_/,l} .

Remark I: 1t is important to mention that an actuator fault results in the corresponding
pump or valve to stuck in either the open or the closed position. On the other hand, a
sensor fault provides unreliable information regarding the water level. Therefore, in
both cases, whether a fault occurs either in an actuator or a sensor, appropriate control
actions that are not based on faulty devices, must be developed.

Remark 2: In what follows, it is considered that a fault detection mechanism has been
installed into the system to provide information for the detection of a fault and the de-
termination of the respective faulty device (fault isolation). Regarding fault detection
and isolation see [28]-[31]. Each fault detection event is distinct and non-repeatable, in
the sense that it cannot be repeated unless the respective repair event has taken place.
This is reflected in model G, ;, where between fault detection events the presence of

a repair event is necessary.

5 Supervisor Design without faults

5.1 Behavior of the Water Distribution Network without Faults

The tanks of the WDN must preserve the desired water level. This means that the
water level must be above a predefined zone and at the same time must not exceed the
upper limit. Therefore, the actuators of the WDN, responsible for the rise and drop of
the water level, must be controlled to guarantee the desired level. Let the pair (7, j),
where i€ {P,V,L},and je({l,...,n}.Recall that the first element of this pair denotes

the type of device, i.e., pump, valve, and level sensor, and the second element denotes



the index of the device. Let I, be the set containing all pairs of the forms (i, j), i.e.,
all the devices associated with the k -th tank. Obviously, the total number of devices
associated with the k -th tank is ¢, =|D, |, where |+| denotes the cardinality of the
argument set. For instance, and according to Figure 1, Level sensor 1, Pump | and
Valve 1 are associated with Tank 1, hence D, = {(L,1),(P,1),(V,1)} ,and ¢, =|D, |=3.
Let D,,, D,, and D, , be subsets of D, . It holds that D, , contains all vertical ac-
tuator pairs of the & -th tank contributing to the water level increase, D,,, contains all

vertical actuator pairs of the k& -th tank contributing to the water level decrease, and
D, , contains the horizontal actuator pair of the k -th tank. According to Section 2,

recall that p denotes the index of each pair of tanks, where p e {l,...,n, /2}. Obvi-
ously, it holds that D, , ., =D, ,  and |]D) a2 /H| =1. From the above equalities it is

observed that the pair of each horizontal valve can be expressed in the form
(V,UH(p)):(V,§)e]D)H!prl;pe{1,...,nL/2}. 2)

The rules describing the desired behavior of the actuators are the following:
Rule 1: If the k -th tank’s level sensor has reached its maximum value, then the ver-
tical actuators of D, , , contributing to level increase, are not allowed to be

activated.
Rule 2: If the k -th tank’s level sensor has reached its minimum value, then the ver-
tical actuators of I b » contributing to level decrease, are not allowed to be

activated.
Rule 3: Only if the 2p—1-th tank’s level sensor or the 2p -th tank’s level sensor,

where p e{l,...,n, /2} andis given in (1), has reached its minimum or max-
imum value, then the corresponding horizontal valve (V,v, (p)) is allowed
to be activated.

The first two rules are the “disable event form” expressions of the respective rules
in [22]. This “disable form” facilitates the expression of the corresponding regular lan-
guages in a more compact and simple form. The third rule, being introduced here for
the first time, is in “enable event form” and is rather complex. The formal expression
of this rule and its realization in supervisor form will be examined thoroughly.

The regular language formally expressing Rule 1, for the & -th tank, ke {l,...,n,}

and the vertical actuator (y,y)eD, , is of the form

Ik>

*

Kl,k (x.yw)= (e;,y/,]eL,k,mk—]eL,k,mk—] ) . (3)

The regular language formally expressing Rule 2, for the & -th tank, k €{l,...,n, } and

the vertical actuator (y,w)eD, ., is of the form

D,k >



s

K,,(x.w)= (eL,k,le;,y/,leL,k,l) . 4)

The formal expression of Rule 3 as a regular language is extremely complex. To
overcome this difficulty, Rule 3 is analyzed in four cases. In Case 1, the 2p -th tank’s

level is between its minimum and its maximum value. In Case 2, the 2p -th tank’s level
is below its minimum value or above its maximum value. In Case 3, the 2p—1 -th tank’s
level is between its minimum and its maximum value. In Case 4, the 2p—1-th tank’s

level is below its minimum value or above its maximum value.
In Case 1, the desired behavior of the horizontal valve (V,v,(p)) is formally ex-

pressed by the regular language

*

1 *
K, (p)= (eV,z)H(p),l (eL,Zp—l,] + €L 2p-1,my, -1 )(eL,zp-l,l + €L 2p-1my, -1 )) . ()

In Case 2, the desired behavior of the horizontal valve (V,v,,(p)) is formally expressed

by the regular language ‘K, (p) =¢, In Case 3, the desired behavior of the hor-

¥
V.o (p)1*

izontal valve (V,v, (p)) is formally expressed by the regular language

3KH (p)= (e;,uH (ol (eL,Zp,l + CL2pmy,-1 )(eL,zp,l + eL,Zp,mzﬁ—l)) . (6)
In Case 4, the desired behavior of the horizontal valve (V,v,(p)) is also formally
expressed by the regular language ‘K, (p) ="K, (p) = e;,UH (- The unification of

the four cases, through an appropriate supervisor that will realize Rule 3, will be studied
in Subsection 5.3.

5.2 Supervisors of the Water Distribution Network without Faults

The supervisor realizing K, , (7,w) , where k € {l,..,n,} and (y,y)eD,,, is denoted
as S, (x,¥) and can be described as a two-state automaton, see Figure 4. The alphabet

of the supervisor is By, , (v.y)={e,, .€,,,, .} - It holds that

zw.1
Hy ) (Gs.1i0 (0)) OB e 00) = Big 4 (10)
HS,I,I( () (%,1,/(,2 (x, ‘//)) M Es,1,k,uc (rw)= Es,l,k,uc ()
and where Eg,, . (7.¥)={e,;,, .} is the set of the uncontrollable events taking part
in S, (7,¥) . Hence, using the criterion in [24], it is observed that PR of the supervisor

S, (x,w) is guaranteed, as all uncontrollable events of S, , (¥,¥) are active to both

of its states.
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Fig. 4. State diagram of S, , (,¥) .

The supervisor realizing K, , (%,y) , where k € {l,...,n,} and (y,p)eD,,,is de-
noted as S, , (7,¥) and can be described also as a two-state automaton, see Figure 5.

The alphabet of the supervisor is B, (7,y) = {e e, ;1 - Itholds that

syl
Hs,o,k (x, l/’)(‘]s,o,m (7 ‘//)) M ES,D,k,uc (rw)= ES,D,k,uc (),
Hs,D,k (X: ‘//)(qS,D,k,z (Zs V/)) M Es,D,k,m- (/A(’ ‘//) = Es,D,k,uc (Zs ¥)

and where Eg ,, .(7,w)={e,,,} is the set of the uncontrollable events taking part in

S, (2.¥) . According to [24], PR of supervisor S, (x,y) is also guaranteed.

Fig. 5. State diagram of S, (7,¥).

The vertical actuators are restricted by the groups of supervisors denoted by
S,,(x,w)and S, (x,y) . Activation of each vertical actuator may be enabled, ac-

cording to Rules 1 and 2, provided that none of these supervisors restrict the corre-
sponding activation event. This is accomplished by combining all supervisors
S,+(x,w) and S, (%,¥) in a synchronous product architecture [4].

Regarding Rule 3, the respective supervisor architecture will be presented in the fol-
lowing two subsections. To this end, first, two supervisors will be developed. The first
supervisor is denoted by 'S, (o) . This supervisor realizes the language 'K, (o) and

can be described as a two-state automaton, see Figure 6. The alphabet of the supervisor
s
18 ES,H (,0) = {eV,UH (p)l? eL,Zp—l,l 5 eL,prl,mg/,,,—l} . It holds that

Hs , (0) (.00 (2) N By (0) = "By 1y (0)
s, (0)('95.2(0)) O By 1y () = "By 0 (P)
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and where 'Eg , .. (p) ={e, , p115€L2p-1m, -1} 1S the set of uncontrollable events tak-

ing partin'S,, (p) . According to [24], PR of supervisor 'S, (p) is also guaranteed.

& oy (o)

e e
L2p-1,1° L,2p—1,m2p4 -1

»
'(
<

e e
L2p-11° L,2p—1,m2p4 -1

Fig. 6. State diagram of ]SH (p).

The second supervisor is denoted by °S,, (). This supervisor realizes the language
K, (p) and can be described as a two-state automaton, see Figure 7. The alphabet of
the supervisor is *Eg , (p) = 1€ 0y (1°€L2p15€L2pmy, 1) - It holds that

"H 1 (P) (5.1 (0) 0 B 11, (0) = "By (0).
*H 1 (0)(*d5..2(0) By 1,0 (P) = "By 1, ()
and where *Eg , . (p)={e,, p13€2pm, 1) 18 the set of uncontrollable events taking

partin’S,, (p) . According to [24], PR of supervisor °S,, (p) is also guaranteed.

€12p1°6L2p,m, 1

I

A

€12p1°6L2p,m, 1

Fig. 7. State diagram of ’S, (p) .

5.3  Supervisor Design via Disjunctive Architecture for the Horizontal
Valves of the WDN testbed without Faults

For each horizontal valve, Rule 3 permits the event that opens the valve to take place,
if it is permitted by at least one of the formal specifications of the four cases. Using the
model of the horizontal sensor (see the initial state), it is observed that for the satisfac-
tion of Rule 3, it suffices to focus on the properties of the supervisors 'S, (p) and

*S,, (p) . Clearly, according to Rule 3, if at least one of these two supervisors permits

the event that opens the valve to take place, then the event is permitted to take place.
According to [5], [32], and [33], this requirement is expressed as a disjunctive archi-
tecture of the supervisors 'S, (p) and °S,, (p). Let the supervisor
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S,(P)="8,(P)S,(p); peil,...n /2}. (7)

where “-” is the symbol of the operator of disjunction between two automata. The
operator of disjunction has similar properties to the synchronous product, except that a
common event can trigger a transition, provided that it belongs to the active event set
of the current state of either one of the two automata, see [5], [32] and [33]. The alpha-

betof S, (p) is By ,(p) = IES’H(p)U 3]EJS’H(,D) , see also [5], [32] and [33].

54 Decentralized Architecture of the Controlled Water Distribution
Network without Faults

Using compositional synthesis (see [7]), the automaton of the p -th pair of tanks is

computed to be
G(p)= l G,

[V
(i,j)eb,, ,ub,,

Note that “||” is the symbol of the synchronous product [4] of two or more automata.
The marked language of the automaton of the p -th pair of tanks is computed to be

L,Geh= () B} (L.G,)),

(0,))€Dy ,  UD, ,

where F,; is the projection [6]-[7] of ]E:j to E"(p) and E(p) = U E. .. The

L]
(i,/)eDy,  UD, ,

controlled automaton of G(p) is determined to be

GC(P)ZG(PHSH(P)H[ | [( I Sg,zpl(l,l//)jﬂ[ l Sg,zp(z,'//)DJ,
cett.o)\\ (e, o, (D, o,

p=L.,n/2.
The marked language of G_(p) is

L,(G.(p) =L, (G(p) "B, (L, (S, (p))N

N ([ N (Pg,lzpl(Z,W)(Kg,zpl(x,w)))jjm

Ce{l,DI\ \ (x:¥)eDs 5,

{OU N (P;,ip(ﬂcaw)(Kg,zp%'//)))]}

(w)ED; 5,
where F., (x.,y) is the projection of E;g,zp_l(;(,y/) to B'(p), F.,,(x.y) is the
projection of EZ,;,Z,O (x,y) to E'(p) and P, , is the projection of E;H (p) to E*(p)
. It is noted that By, ,(y.y)is the alphabet of the language K., ,(z.y) and
Eg . ,,(x.w) is the alphabet of the language K, , (x,y), where { e{l,D}.
The total controlled automaton of the WDN is

ng /2

G.= | G.(p).
p=1
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The marked language of f}c is
nyl2
L,(G)=F"(L,G.(p)).
p=1
n /2
where P, is the projection of E*(p) to E', where E= UE(,D).
p=1
Remark 3: The nonblocking property of the controlled automaton is proved, as it holds
that:

o The supervisors are PR with respect to the total automaton of the system.
¢ Only events, being responsible for the transition from the marked state to the
non-marked state, are restricted by the supervisors.

6 Supervisor Design with Faults

6.1 Behavior of the Water Distribution Network with Faults

According to Remark 1, in case of actuator and/or sensor faults, then a different su-
pervisor control strategy must be applied to the system. Hence, the supervisor design
must be extended to face the presence of faults in vertical valves, in the two pumps
involved in the water network and the sensors. To this end, it is proposed that the first
two rules in Section 5 remain unchanged, and a new and extended version of the Rule
3 is developed as follows:

Rule 3: Only if either the water level sensor of 2p—1-th or 2p -th tank has reached
its minimum or maximum value, or a device of 2p—1-th or 2p -th tank,
except the (V,v,,(p)) valve, is in fault, then the corresponding horizontal
valve (V,v, (p)) is allowed to be activated.

The regular languages of Rules 1 and 2 have been presented in Section 5. As already
mentioned in Section 5, the formal expression of Rule 3 is analyzed into four cases.
Here, except for these four cases, additional cases are introduced. Each additional case
is the case of the presence of faults in the corresponding device of the pair of tanks.
Recall that D, | contains all pairs that describe the devices associated with the 2p —1

-th tank. Also, recall that D, , contains all pairs that describe the devices associated
with the 2 p -th tank. Recall that the presence of faults in the horizontal valves of the
WDN testbed is out the scope of the present paper. Hence, the presence of faults in the
devices described by the pairs (y,y) e (]ID uDb,, ) - {(V,UH (p))} will be consid-

ered. The desired behavior of each additional case, is formally expressed by the lan-
guage

2p-1

e
*

() — * .
KH (p) - (eE,Z,y/,ZeE,;(,W,l (eV,L),,(p),l + eE,;(,y/,l) eE,;(,(//,Z ) s

(2w) (D, D, )={(V.0,(p)} (®)
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The unification of all additional cases, through an appropriate supervisor that will real-
ize Rule 3, will be studied in Subsection 6.2.

6.2  Resilient Supervisor of the Water Distribution Network

The supervisor of the language in (8) will be developed. The supervisor is denoted
as “*'S, (p) and is expressed as a two-state automaton, see Figure 8. The alphabet of

the supervisor is “*Eg , (p) = {€0 1, (0017 €5, 415€E 42 ) - L hoLds that
(Z,W)HS,H (p)( (w)qs’H,l (p)) A U{,W)]ES,H,MC (p)= U{,W)]ES,H,MC (),
(LW)HS,H (,D)( (Z’W)qS,H,Z (/))) A (l’W)ES,H,uC (p) = (Z’W)ES,H,L:C (p)
and where “"Ey ,, .. (p) = {e, 4wi12€ o) 1 the set of uncontrollable events taking

part in **’S,, (p) . According to [24], PR of supervisor “*’S, (p) is also guaranteed.

e e
V.0, (0) 1 CE, z.p1
eE,;{,q/,z 1 (P) a2

Fig. 8. State diagram of “*’S  (p).

The supervisor of the disjunctive architecture of (7) is modified as follows

S ='S,(0)—"S, (p)- L g pelln, /2}.
wr(P)= S, (P)—="S,(p) (W)E(Dzﬂwm){(V’U”(p))} H(p)j,pe{ n, 12}
(10)

The alphabet of S, . (p) is

B, r(p) = IES,H(/O) % 3ES,H (») U( U (Z’W)ES,H(/O)J .

(Is'//)e(m’zﬂfl ub,, )‘{(VsUH (P))}

6.3 Decentralized Architecture of the Controlled Water Distribution
Network with Faults

Considering actuator and sensor faults related to the p -th pair, where p =1,...,n, / 2

, the model corresponding to this pair is computed to be
G.(p)= [ GF,i,j

(i,/)edy , WD, ,
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The marked language of the automaton of the p -th pair of tanks is computed to be

LG (en=" () P, (LG
(0,/)€D, , UD, ,
where £, ; is the projection of E;’i,j to E;,p and B, = U B, -The

(()€D, g v ((ir)ED; , )
controlled automaton of G, (p) is determined to be
G, . (P)=G. (IS, (P

S , S ,
(ge{J,D%[[w.wk!@gzp] et W)J”[um'e'n;.zp e W)B]

The marked language of G . . (p) is
L, (G () =L, (G (p) NPy, (L, (S, - (P)) N

ﬂ [( ﬂ (PF_,]g,Zp—l (% l//)(Ké’,Zp—l (x ’/’)))]]ﬁ
¢e{l,D}

(ZV)ED, 5,

M ({ N (P;,L,zp(z,w)(Kg,zp(z,u/)))j]
Gell,DI\ \ (2:¥)eDs 5,

where P, ;. is the projection of E; nr(P) to E,. o> Prrapa(Xsy) is the projection

of ]E;;‘zpfl()(,l//) to ]E*F’p and PF‘{,Zp(/’LI’V/) is the projection of E;{’Zp(z,y/) to
E, .

The total controlled automaton of the WDN in the presence of faults is
ny /2

G..= |l G,.(p).
p=1

The marked language of G Fo i8S

ny /2

L, (G0 =5, (LG (p))

n /2
where F; , is the projection of ]EF , to E,, where E, = UEF, -

p=1
Remark 4: The nonblocking property of the controlled automaton can be easily proved
using Remark 3.
Remark 5: The supervisor control architecture proposed in Sections 5 and the resilient
supervisor architecture proposed in Section 6 can be easily implemented using Ladder
diagrams or Structured Text ([26], [34]) for PLC/SCADA, or JavaScript [35] for Edge
computing implementation. Hence, the control architecture can be implemented to the
PLC or the SCADA system of HYDRA testbed (see [17]-[21]).
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7 Conclusion

The DES models of all devices (actuators and sensors) of a WDN testbed have been
expressed parametrically, as separate DES models. The desired performance of the
testbed has been expressed in the form of three rules including all actuators (vertical
and horizontal) and sensors. The rules have been translated into a set of regular lan-
guages, being parametric to the number of devices of the tank. Each regular language
has been realized as a two-state automaton supervisor. The nonblocking property of the
controlled automaton and PR of the supervisor scheme have been proved. Next, in the
presence of actuator and sensor faults, appropriate PR and nonblocking supervisors
have been developed

Implementation of the present supervisor scheme to a cloud-based environment [36]
is under investigation.
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